ADOPTED – MARCH 27, 2018

AGENDA ITEM NO. 7
Introduced by the County Services and Finance Committees of the:
INGHAM COUNTY BOARD OF COMMISSIONERS
RESOLUTION TO APPROVE A SOCIAL MEDIA POLICY 
RESOLUTION # 18 - 122
WHEREAS, Ingham County is committed to ensuring that Internet conduct of its departments comports with all applicable laws and does not damage the County’s reputation and business interests; and

WHEREAS, the County has a legitimate business interest in monitoring internet activity, regardless of where or when it occurs; and 
WHEREAS, a formal social media policy will provide guidelines for maintaining a respectable and ethical work environment and to ensure that County departments are acting in a manner consistent with the County mission; and

WHEREAS, a social media policy will help avoid claims against Ingham County or its personnel for issues like HIPAA violations, invasion of privacy, breach of confidentiality, and defamation or slander.
THEREFORE BE IT RESOLVED, the Ingham Board of Commissioners approves the attached Use of Social Media Policy, effective upon ratification of this resolution.

BE IT FURTHER RESOLVED, that this policy shall be applicable to all employees and departments of Ingham County, but shall not apply to social media activities that involve criminal investigation or prosecution activities undertaken by the Sheriff’s Office, Prosecuting Attorney’s Office and/or the Courts.
COUNTY SERVICES:  Yeas:  Nolan, Sebolt, Grebner, Celentino, Maiville, Naeyaert

          Nays:  None     Absent:  Hope     Approved  03/20/2018

FINANCE:  Yeas:  Grebner, Anthony, Crenshaw, Tennis, Koenig, Louney, Schafer

          Nays:  None     Absent:  None     Approved  02/21/2018
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A.
Purpose.  


Ingham County is committed to ensuring that Internet conduct of its departments comports with all applicable laws and does not damage our reputation and business interests. The County has a legitimate business interest in monitoring internet activity, regardless of where or when it occurs.  Specific concerns include activity that could violate an individual’s privacy, or otherwise adversely affect an individual or vendor we interact with, our reputation, the reputation of others, the trust others place in us, or our working relationship with other organizations.


Ingham County is required under the Health Information Portability and Accountability Act of 1996 (HIPAA) to ensure that any protected health information (PHI) that we create, receive, use, or store is not improperly used or disclosed through any means, including electronic. Ingham County also has a fundamental interest in protecting confidential and proprietary information about the organization as well as our reputation.


The intent of this policy is not to restrict the flow of useful and appropriate information but to minimize the risks, legal and otherwise, to Ingham County and its employees for improper activity and disclosures. The intent of this policy is to help avoid claims against Ingham County or its personnel for issues like HIPAA violations, invasion of privacy, breach of confidentiality, and defamation or slander. This policy is also intended to provide guidelines for maintaining a respectable and ethical work environment and to ensure that County departments are acting in a manner consistent with our mission.


This policy is not intended or designed to prohibit the lawful exercise of employees’ rights under applicable federal or state law, including constitutionally protected free speech, whistleblowers reports, or the ability of employees to engage in certain “protected concerted activity” under the Michigan Public Employment Relations Act. This policy will not be applied in any way that might limit such applicable legal rights of Ingham County personnel.

B.
Applicability.
This policy is generally applicable to all employees and departments of Ingham County.  Portions of this policy are specifically applicable to those employees entrusted with representing Ingham County on Social Media. These provisions shall not apply to social media activities that involve criminal investigation or prosecution activities undertaken by the Sheriff’s Office, Prosecuting Attorney’s Office or the Courts.

C.
Definitions.
1.
Account Manager: Employee who has been authorized to post Social Media content on behalf of an Ingham County department, including but not limited to Public Information Officers, communications managers, and program leads.  This individual needs to file a signed copy of this policy with the Social Media Specialist.

2.
Alternate Account Manager: Employee who has been authorized to post Social Media content on behalf on an Ingham County department when the Account Manager is unable, no longer an Ingham County employee, or on leave from the County.  This individual needs to file a signed copy of this policy with the Social Media Specialist.

3.
Brand Standards: Refers to the graphic standards and guidelines that govern the use of the Ingham County logo, nameplate, color scheme, and visual identity.

4.
Departments: Offices and agencies that utilize County-owned computer equipment.
5.
Innovation and Technology (IT) Department: The department responsible for information management and governance, system maintenance, and security policies.

6.
Mobile Apps:
Technologies that can be downloaded to smartphones and tablets and accessed on the go; provides publishing abilities to account manager who work at a County worksite or offsite.

7.
Social Media: Websites and applications that enable users to create and share content or to participate in social networking.  These include, but are not limited to: Facebook, Instagram, YouTube, Snapchat, Twitter, Reddit, and LinkedIn.

8.
Social Media Action Plan (SMAP): Official document departments are required to complete before creating new Social Media pages; answers key questions related to the use of Social Media, including target audience, goals, and resources.

9.
Social Media Specialist: Designated employee(s) from Ingham County responsible for Social Media governance and policy compliance. 

10.
Vendor: Refers to a person or business that provides services under terms specified in a contract.

D.
Roles and Responsibilities.

1.
The IT department will:

a. 
Maintain a list of approved Social Media applications that departments may utilize.

b.
Keep repository of and share Board approved standards that are representative of Ingham County’s goals and initiatives. 
c.
Evaluate and approve SMAPs.
d.
Be able to edit or remove inappropriate content from a department’s Social Media page as directed by this policy, the Controller/Administrator, the Board, and/or other authority. 
e.
Conduct periodic tests and review of all department Social Media pages to ensure all account logins and passwords are up to date.

f.
Setup Social Media accounts and settings for departments prior to use by a department.
g.
Review new types of Social Media for effectiveness, efficiencies, and security.

h.
Manage the program for documenting account managers, account logins, and passwords for the purpose of emergency management.
i.
Consider record retention and public record requirements whenever implementing Social Media.


2.
Departments will:



a.
Oversee and manage Social Media pages for their department.

b.
Designate and train account managers in proper use of Social media as defined in this policy.


c.
Monitor the access levels of vendors working with the department on Social Media. 

d.
Provide the IT department with up-to-date lists of Social Media pages, account logins, and passwords for the purpose of emergency management.

e.
Change Social Media passwords every ninety (90) days or immediately if account manager(s) are removed as administrators or leave Ingham County employment.

f.
Manage record retention of Social Media in conformity with Ingham County and State of Michigan recordkeeping requirements. 
g.
Provide IT with a SMAP for each Social Media application it wishes to utilize.

h.
Designate an Account Manager and an Alternate Account Manager to be the primary and the back-up manager of all department Social Media pages.

i.
Perform annual assessments and reviews of the department SMAP and, if necessary, make the appropriate changes.



j.
Use only County email addresses for official County Social Media pages.


3.
Account Managers and Alternate Account Managers will:

a.
Uphold brand standards and values when representing a department on Social Media.

b.
Manage Social Media in accordance with the Ingham County Policies and Procedures.

c.
Work with the IT department to employ best practices for Social Media use.
d.
Monitor and measure Social Media, analyzing effectiveness and making recommendations to the department for continuous improvement. 
e.
Respond to questions and inquiries within 24 business hours and flag concerns when appropriate.

f.
If an Account Manager cannot answer a question or inquiry, the Account Manager will direct the constituent to the correct department.

g.
Read and agree with the terms set forth in this policy.  A signed copy needs to be filed by the IT department.

E.
Implementation.
1.
Ingham County departments that use Social Media shall have a communications strategy that aligns with Ingham County Policies and Procedures. The IT department will provide guidance for departments.

2.
Departments must complete a SMAP that identifies all of the following criteria:



a.
Overall vision (aspiration of a future state) for Social Media strategy



b.
Why a specific Social Media application is the right fit



c.
Goals (with specified outcomes)


d.
Objectives (specific steps that will be taken to meet goals)


e.
Target audiences

f.  
Customer Service plan – Detail customer service expectations and develop plan to ensure consistency.



g.
Resources and staff time needed



h.
Marketing and public outreach



i.
Last annual review 



j.
Department Head approval



k.
Identity of an Account Manager 



l.
Identity of an Alternate Account Manager

m.
What corrective action(s) will be taken upon discovery of an accidental, incorrect, or inappropriate post 

3.
Departments that already have Social Media accounts and pages must submit a SMAP within ninety (90) days of the approval of this policy by the Board of Commissioners.

4.
Once the SMAP is completed, the IT department will evaluate requests for Social Media, and verify account managers.


5.
If a department wishes to work with a vendor, agency, partner, stakeholder, and/or other government entity to promote services and engage in public outreach, the department must submit a Resolution for approval to the Board of Commissioners. Authorization forms are not to be used. Only County employees or registered vendors may manage Social Media pages on behalf of Ingham County departments due to security and compliance concerns. 

F.
Social Media Use.

1.
Professional Use

a.
Only Account Managers may post content to Social Media pages on behalf of a department. 

b.
Account Managers shall not disclose confidential or proprietary information acquired by way of your official position with the County. This restriction applies whether the information is disclosed on professional or personal Social Media accounts, or by any other method.

c.
Employees shall not use personal Social Media accounts for work purposes. This prohibition is necessary to facilitate compliance with public records laws and protect information on personal accounts from public disclosure. Employees shall direct such activity to work accounts.
d.
Employees should not work on Social Media after hours without prior approval. This is considered overtime and failure to obtain prior authorization may be cause for corrective action.


2.
Personal Use

a.
Employees may access personal Social Media accounts at work for limited personal communications as long as it does not interfere with work tasks. Please refer to Ingham County’s Use of County Resources policy.

b.
Employees shall not use a County email address when using Social Media accounts in a personal capacity. 

c.
Employees shall not release confidential information including but not limited to employee information, policies, labor relations, court rulings, investigations, or financial information on any personal media account.

d.
While using County resources, employees shall not engage in any activity t in compliance with federal, state or local laws or Ingham Policies and Procedures.

G.
Engaging with the Public.
1.
Social media posts made on behalf of Ingham County shall not include any form of profanity, obscenity, or threatening language. Social Media posts shall not violate copyright or trademark restrictions. 
It is not appropriate to engage in arguments with members of the public who may be critical of your department. Comments or posts on Social Media sites can typically be seen by anyone and usually cannot be deleted.

Departments shall have an approved procedure to address offensive remarks on Social Media accounts to be included in their SMAP. Questions regarding the content of a comment or post, shall be directed to a manager, department head, or IT.

2.
Social Media pages managed by Ingham County departments shall include a terms of use statement, such as, “Ingham County reserves the right to remove posts that include threatening language and those which violate a copyright, trademark, or the Terms of Service of this Social Media site.”

3.
Ingham County welcomes dialogue with the public, however comments are subject to public disclosure laws and comments that violate the following will be taken down:



a.
Potentially libelous comments



b.
Obscene or explicit language



c.
Hateful or mean-spirited comments



d.
Personal attacks, insults, or threatening language



e.
Plagiarized material or material that violates intellectual property rights



f.
Private or personal information published without consent



g.
Commercial promotions or spam



h.
Comments that are off topic or that link to material that is off topic



i.
Comments that embed images from external sources
H.
Public Records.
1.
Content published on Social Media pages that relates to the conduct of government actions shall be retained and managed by departments in compliance with Ingham County records retention and State of Michigan recordkeeping requirements. Departments should set all privacy setting on Social Media pages to public.

Social Media pages shall include a statement illustrating that all content may be subject to public disclosure.

2.
Each comment, post, photo, and list of individuals connected to a Social Media networking site under Ingham County control shall be considered as an open record. Social Media accounts used for County business, including personal accounts may be subject to the Freedom of Information Act (MCL 15.231 et seq.), even if the work was done on personal time and equipment.

I.
Security.

1.
Departments must practice appropriate password management. Passwords should always be kept private but Account Managers should also practice the following when considering Social Media passwords:

a.
Passwords must change every ninety (90) days and immediately after the password or Social Media site accessed has been, or is suspected of being, compromised. Passwords must also change immediately if Account Managers are removed as administrators or leave county employment.

b.
Once a password has changed, it is the duty of the Account Manager to immediately report it to IT.

c.
Do not use automated login options on Social Media pages such as the “Keep me logged in” feature. This is to prevent unauthorized access to County Social Media pages should a computer or digital device be compromised or stolen.

d.
Do not use a third-party program such as Last Pass to remember Ingham County Social Media passwords. Passwords shall always be available to the Account Manager Alternative Account Manager, and IT.

e.
IT shall be contacted if additional security guidance is needed.

J.
Social Media Tools.

1.
Applications such as HootSuite, which is a desktop application that allows users to manage Social Media accounts such as Facebook, Twitter, and LinkedIn all in one place, called a dashboard, shall not combine professional and personal Social Media pages. This helps prevent accidental posting of personal information from official County Social Media pages. 

Employees who use desktop applications such as HootSuite to manage County Social Media pages, shall use an Ingham County email address and a password unique to the application. 

2.
Account Managers should use different mobile apps for professional and personal use of Social Media.

K.
Disciplinary Action.

Employees found to have violated this policy may be subject to disciplinary action up to and including dismissal from employment pursuant to the County’s Policies and Procedures and applicable collective bargaining agreements, and, if applicable, may be subject to prosecution under federal or state laws.

