ADOPTED – JULY 23, 2019

AGENDA ITEM NO. 13

Introduced by the County Services and Finance Committees of the:

INGHAM COUNTY BOARD OF COMMISSIONERS

RESOLUTION TO REVISE THE INGHAM COUNTY CELL PHONE POLICY

RESOLUTION # 19 – 294

WHEREAS, Ingham County has outdated Policies #352 and #353 dealing with Cell Phone Usage and Electronic Features on Telecommunications respectively; and

WHEREAS, the Policies were established by Resolution #08-346; and

WHEREAS, it is advisable to regularly evaluate established policies and guidelines to ensure that it meets legal requirements and reflects the appropriate state of technological advancement; and 

WHEREAS, the Ingham County Innovation and Technology Department has worked with our Legal counsel to revise the policies and have recommended that they be revised as attached. 

THEREFORE BE IT RESOLVED, that the Board of Commissioners hereby approves the revisions to the Cell Phone Policy.
BE IT FURTHER RESOLVED, that the IT Department shall provide a copy of this resolution and the revised Cell Phone Policy to all department heads and all elected officials that serve as head of their offices or courts. 

COUNTY SERVICES:  Yeas:  Celentino, Stivers, Grebner, Sebolt, Koenig, Maiville, Naeyaert

          Nays:  None     Absent:  None     Approved  07/16/2019

FINANCE:  Yeas:  Grebner, Tennis, Crenshaw, Polsdofer, Schafer, Maiville

          Nays:  None     Absent:  Morgan     Approved  07/17/2019

	Facilities and Equipment Management

Policy No. ______

(Replaces Policy No. 352 & 353)
	
	Cell Phone Usage and Reimbursement


Approved: 


Resolution No.


A. The purpose of this policy is to establish guidelines for the use of County-provided cell phones by staff who are authorized to use said cell phones for County business purposes. This policy may also capture employees who, from time to time, use their personal cell phones for County business. Note: While Elected Officials, the Chief Judge, and/or their respective designees are not bound by the terms of this policy, they are encouraged to follow the policy. 
B. All requests for cell phones to be provided as a County expense (in whole or in part) will be presented in writing to the employee’s Department Head or his/her designee for review and approval. Written requests must describe the business justification for how the intended use will meet the criteria in Section D., below. If the request is denied by the Department Head or his/her designee, the request may be taken to the County Controller. If the request is denied by the County Controller, the request may be taken to the County Services Committee for review. 

C. If approved, the employee must sign and submit a copy of this policy to their respective Department Head, acknowledging their understanding of the terms and conditions related to the use of a County-provided cell phone. The Department Head must then keep a copy of the signed policy as well as documentation of its approval of the employee’s request for a County-provided cell phone for review and/or audit purposes. 

D. The County may provide an employee with a cell phone if the following criteria is met:

a. The employee’s job requires a significant amount of time away from the employee’s assigned work station, and use of a County-provided cell phone will ensure the employee remains accessible during those times; and

b. The employee’s job requires the employee to be accessible outside of regular or scheduled work hours.  

Convenience is not acceptable as the primary criteria for giving a County-provided cell phone to an employee.

E. Employees approved to use County-provided cell phones will be given access to a cell phone for County business purposes only, and will not receive an allowance toward a personal cell phone. Personal calls on County-provided cell phones are highly discouraged during business hours. The County recognizes that brief personal calls for family or emergency matters may occur from time to time; however, the employee will be expected to keep personal use to a minimum. Misuse of County issued cell phones, including use in ways inconsistent with County policies or applicable laws, will result in the termination of cell phone privileges. 

F. Cell phones can be used to both send and receive text messages, pictures, recordings, videos, and e-mail communications. The County reserves the right to monitor all text messages, pictures, recordings, videos, e-mail communications or other communications of any type whether composed or received by the employee on a County-provided cell phone. The County also reserves the right to monitor the employee’s internet use history on County-provided cell phones. 

G. Due to the nature of electronic communications and the public employer status of the County, County-provided cell phone use is less private than users may anticipate. As a result, employees should note that text messages, pictures, recordings, videos, e-mail communications, internet search histories or other communications of any type either composed or received by the employee on a County-provided cell phone could be considered public records and subject to disclosure under the Michigan Freedom of Information Act. The County reserves the right to review, audit, intercept, access, and/or disclose all matters contained in/as part of the County telecommunications system at any time, with or without notice to the employee. The employee acknowledges, by using a County-provided cell phone, that the employee has no expectation of privacy in regard to any communications regarding County business or which may be contained on the County’s telecommunications system. Electronic communications regarding County business composed or received by an employee on their personal cell phone may also be subject to the Michigan Freedom of Information Act. 

H. Pursuant to MCL 15.232(d)(v), the judiciary is not a “public body” for purposes of the Michigan Freedom of Information Act and its judicial documents, including electronic communications generated while using a Court-provided cell phone, are exempt from disclosure under the same. While the Judges and all Court employees should comply with the County’s policy regarding the use of the County’s information technology systems, only the Court will have the authority to monitor and review all data, information, or records generated by the Judges and employees of the Court. The Chief Judge or his/her designee has the sole authority to authorize appropriate action should any Court employee abuse the use of any County information technology system, or violate any standard of operation. 

I. To comply with applicable laws, employees are responsible for following County approved Data Retention Policies and Equipment Disposal Policies, if applicable, to identify how long electronic communications found on the employee’s cell phone must be kept and/or maintained. Note that all electronic communications do not necessarily have the same retention period.  

J. It is generally recognized that cell phone transmissions are not secure. Employees will use discretion in relaying confidential or sensitive information regarding the County over County-provided cell phones. Further, cell phones may not be used to defame, harass, intimidate, or threaten any person. Employees are prohibited from using their cell phones in any illegal, illicit, or offensive manner.  

K. Employees are responsible for complying with all applicable laws regarding the use of cell phones while driving, and avoiding cell phone use that may jeopardize the safety of the employee or others. Such use may include text messaging, emailing, or verbal communication. 

L. Any employee who loses or damages a County issued cell phone permits the County to garnish the employee’s wages, in compliance with the Michigan Payment of Wages and Fringe Benefits Act, to cover the expense of replacing the County-provided cell phone. If an employee loses or damages a phone for the first time, the employee will be charged a fee equal to 50% of the cost of replacing the cell phone. If the employee loses or damages a second phone within the same year, the fee will total 100% of the County’s cost for the replacement cell phone. If a County-provided phone is lost, damaged, or destroyed, alternative arrangements may be made with the written approval of the employee’s Department Head.

M. If the employee is terminated, resigns, or is no longer eligible for a County-provided cell phone, the employee is required to immediately turn in the cell phone and related equipment to their supervisor or Department Head. The employee’s supervisor or Department Head shall then submit the cell phone and related equipment to the Innovation and Technology Department. 

N. All County-provided cell phones will be purchased by the requesting-employee’s Department Head. All equipment purchased remains the property of the County. Calling plans must be on County approved governmental contract. 

I, ________________________ (Employee), understand that by signing this policy, I am agreeing that I will abide by the terms and conditions as they are expressed herein, including allowing the County to garnish my wages if I lose or damage my County-provided cell phone. 

EMPLOYEE’S SIGNATURE


DEPARTMENT HEAD’S SIGNATURE

_____________________________


_____________________________

Employee’s Name




Department Head’s Name

_____________________________ 


_____________________________

Employee’s Signature




Department Head’s Signature

_____________________________


_____________________________


Employee’s Department



Date 

______________________________

Employee’s Title 

______________________________

Date 

